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1
Decision/action requested

This contribution proposes a new solution on AKMA roaming.
2
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3
Rationale.
This contribution proposes a solution for roaming key issue proposed in S3-221122.
4
Detailed proposal

*****Start of Change*****
6.Y
Solution #Y: Solution on Pushing AKMA context to visited PLMN
6.Y.1
Introduction
This solution addresses KI#X. This solution is proposed for the case in which the VPLMN supports AKMA. The proposed solution generates the key material in home network and home AAnF pushes keys to the visited AAnF, ensuring that the keys are always available to visited network. Thus the visited-network has access to the keys used in encrypting the communication between AF and UE, and can provide it to regulatory authorities for LI purpose.
6.Y.2
Solution details
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Figure 6.Y.2-1: Pushing AKMA context to the vAAnF and AF request redirection to the Visited/serving Network
1.
The UE registers to the network and performs the primary authentication as specified in TS 33.501 [yy]. During primary authentication, UDM provides AUSF with “[AKMA Ind]”, specifying whether AKMA Keys need to be generated for the UE as defined in TS 33.535 [xx]. UDM also provides AUSF with AKMA Roaming Indication, specifying whether the generated AKMA Keys can be propagated to the VPLMN, depending on operator agreements and/or AKMA support in VPLMN.

2.
The AUSF generates KAKMA and A-KID. Correspondingly, KAKMA and A-KID are generated at the UE. AUSF selects an AAnF instance to serve the UE, and registers SUPI, KAKMA and A-KID in hAAnF. AUSF provides hAAnF with AKMA Roaming Indication. AUSF can decide this based on indication from UDM in Step (1) and/or local policy. AUSF also provides Visited-Network information to the hAAnF.

3. The hAAnF discovers vAAnF instance information, responsible for receiving AKMA Key Material. hAAnF uses visited network information provided by AUSF in step 2 to query the NRF. The information can be a notification endpoint registered by the vAAnF in the NRF

4. The hAAnF sends a message to vAAnF whenever a new KAKMA is generated in the hAAnF, providing vAAnF with KAKMA, A-KID and SUPI of the UE. The information can be a notification endpoint registered by vAAnF in NRF. The vAAnF may provide a re-direction information to hAAnF in response to this message. 

5. The AF sends a request hAAnF (directly or via NEF) to provide KAF, triggered by the UE communication with AF over Ua* interface. The request contains AF-Identity (e.g. FQDN) and A-KID.

6. The hAAnF re-directs the request to vAAnF using the re-direction information received in step 4. It may use existing http redirection mechanisms to achieve the same.

7. The vAAnF generates KAF and provides KAF and Key lifetime to AF (directly or via hAAnF).

The application session is established between UE and the AF. 
6.Y.3
Solution Evaluation
TBD
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